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Abstract. In 2008, Groth and Sahai proposed a general methodol-
ogy for constructing non-interactive zero-knowledge (and witness-indis-
tinguishable) proofs in bilinear groups. While avoiding expensive NP-
reductions, these proof systems are still inefficient due to the number
of pairing computations required for verification. We apply recent tech-
niques of batch verification to the Groth-Sahai proof systems and suc-
ceed to improve significantly the complexity of proof verification. We
give explicit batch-verification formulas for generic Groth-Sahai equa-
tions (whose cost is less than a tenth of the original) as well as for
specific popular protocols relying on their methodology (namely Groth’s
group signatures and the P-signatures by Belenkiy, Chase, Kohlweiss and
Lysyanskaya).
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1 Introduction

In a zero-knowledge proof system, a prover convinces a verifier via an interactive
protocol that a mathematical statement is true, without revealing anything other
than the validity of the assertion. In 1988, Blum, Feldman and Micali [BFM90]
showed that the use of a common random string shared between the prover
and the verifier permits to design a zero-knowledge proof system for all NP-
languages that does not require interaction. These proofs, called non-interactive
zero-knowledge (NIZK), turned out to be a particularly useful tool in construct-
ing cryptographic primitives. Unfortunately, their work (as well as subsequent
results) does not yield efficient proofs. Until recently, the only way to construct
efficient proofs was to rely on the random-oracle model (ROM) [BR93|, which
has been subject to a series of criticisms starting with [CGH98].

In 2008, Groth and Sahai [GSO08] proposed a way to produce efficient and
practical NIZK and non-interactive witness-indistinguishable (NIWI) proofs for
(algebraic) statements related to groups equipped with a bilinear map. In par-
ticular, they give proofs for the simultaneous satisfiability of a set of equa-
tions. They proposed three instantiations of their system based on different



(mild) computational assumptions: the subgroup decision problem, the sym-
metric external Diffie-Hellman problem (SXDH) and the decision linear problem
(DLIN). Each one of these has already given rise to many applications such
as [BW06,BW07,CGS07,Gro07,GL07,BCKL08,BCC*09,FPV09]. Although it is
much more efficient than all previous proposals, their proof system still lacks
in practicality compared to the ROM, since the verification of a single equation
requires the computation of dozens of bilinear-map evaluations by the verifier.

The aim of this paper is to optimize the verification procedure at the expense
of slightly weakening the soundness of the proof system.

Prior Work. In the last twenty years, there has been a lot of work in cryptog-
raphy in which expensive tasks are processed in batch rather than individually
to achieve better efficiency. Batch cryptography was first introduced by Fiat
[Fia90], who proposed an algorithm to compute several private RSA key oper-
ations (with different exponents) through one full exponentiation and several
small exponentiations. Batch cryptography is particularly relevant in settings
where many exponentiations need to be verified together: many schemes were
proposed to achieve batch verification of digital signatures - e.g. [NMVR94] for
DSA signatures, and it seems natural to apply such techniques to the verifica-
tion of Groth-Sahai proofs, which require expensive evaluations of pairings. In
1998, Bellare, Garay and Rabin [BGR98] took the first systematic look at batch
verification and described several techniques for conducting batch verification
of exponentiations with high confidence. They proposed three generic methods
called the random-subset test, the small-exponents test and the bucket test. More
recently, Ferrara, Green, Hohenberger and Pedersen [FGHP09] presented a de-
tailed study on how to securely batch-verify a set of pairing-based equations and
some applications on existing signatures schemes.

Our Results. The main result of the paper is a significant reduction of the cost
of Groth-Sahai proof systems by using batch-verification techniques. In particu-
lar, we give efficient explicit verification procedures for the three! instantiations
proposed in [GS08]. The essence of our approach is a trade-off between soundness
and efficiency: if the verification algorithm returns valid, the verifier is assured
that all proved statements are indeed valid with overwhelming probability. The
best improvements are for the proofs based on SXDH and DLIN, which are the
ones with most practical relevance (see Sections 5 and 6). Table 1 summarizes the
number of dominant pairing operations required to verify the different algebraic
statements in Groth-Sahai terminology (see Section 3 for details).

In [CHPO07], Camenisch et al. explicitly mentioned as an “exciting” open
problem the development of fast batching schemes for various forms of anony-
mous authentication, such as group signatures and anonymous credentials. This
paper is the first to address this issue in the standard security model by consid-
ering two schemes based on the Groth-Sahai methodology.

! The results for the (least practical) instantiation based on the subgroup decision
problem are deferred to the full version of the paper [BFIT10].



Naive computation ‘ Batch computation
SXDH
Pairing-product 5m + 3n + 16 m+2n+ 8
Multi-scalar multiplication in G 8m +2n+ 14 min(2n +9,2m+n +7)
Multi-scalar multiplication in Gz 8n +2m+ 14 min(2m +9,2n +m +7)

Quadratic 8m + 8n + 12 2min(m,n) + 8
DLIN
Pairing-product 12n + 27 3n+6
Multi-scalar multiplication In + 12m + 27 3n+3m+6
Quadratic 18n + 24 3n+6

Table 1. Number of pairings per proof verification, where n and m stand for the
number of different types of variables.

The first scheme we consider was proposed by Groth in 2007 [Gro07]. Tt is a
constant-size group-signature scheme whose security can be proved in the stan-
dard model, i.e. without relying on the random oracle heuristic. For illustrative
purposes, we concentrate on the simpler variant of the scheme that provides CPA
anonymity only. Even this variant does not achieve satisfactory efficiency—the
verification of a signature requires the computation of 68 expensive pairing op-
erations. In Section 7, we propose an improved verification procedure in which
the total number of bilinear-map evaluations drops to 11. In addition, if n > 2
signatures (for the same group) have to be verified at once, we manage to further
decrease this number from 11n to 4n + 7.

In Section 8, we study the P-signature scheme? proposed by Belenkiy, Chase,
Kohlweiss and Lysyanskaya [BCKLO0S8]. Since anonymous credentials are an im-
mediate consequence of P-signatures, we thereby apply our techniques to privacy-
preserving authentication mechanisms. Belenkiy et al. proposed two instantia-
tions of their protocol (based on SXDH and DLIN). They evaluated that the
verification of a proof of possession of a signature would involve respectively 68
and 128 pairing evaluations. We show that this can be reduced to 15 and 12,
respectively. Moreover, the number of pairing operations required to verify n > 2
signatures is reduced to 2n+13 and 3n+9, respectively, by using our techniques.

2 Preliminaries

2.1 Bilinear Groups

Since Groth-Sahai proof systems apply to group-dependent languages, we sum-
marize the basics of bilinear groups and pairing-based assumptions. In the sequel,

2 A P-signature scheme is a digital-signature scheme with an additional non-interactive
proof of signature possession.



we consider an algorithm G that, on input a security parameter A, outputs a tu-
ple (N,G1,G2,Gr,e,g1,92), where G1,Go, G are cyclic groups of order N, g;
and go generate G; and Gy respectively, and e is an admissible bilinear map
e: G1 x Go — Gy, which means that it is efficiently computable, e(g1, g2) gen-
erates Gr, and that e(u?,v?) = e(u,v)® for all u € Gy,v € Gy and a,b € Zy.

Definition 1. Let (p,G1,Ga,Gr, e, g1, 92) be a bilinear group with p prime. The
Symmetric eXternal Decision Diffie-Hellman (SXDH) assumption [ACHdMO5]
states that the decision Diffie-Hellman assumption holds in both Gi and Go, i.e.
the distributions (u, u®, u¥,u?) and (u, u®,u?,u®Y) are computationally indistin-
guishable for a random group element u € G; and random scalars x,y,z € Z,

(for i € {1,2}).

Definition 2. Let (p, G, Gr,e, g) be a bilinear group where p is prime (and G; =
G2 = G). The decision linear (DLIN) assumption [BBS04] states that the two
distributions (u,v,w,u®, v’ w®) and (u,v,w,u® v*, w3 are computationally
indistinguishable for random group elements u,v,w € G and random a,b,c € Z,.

2.2 Notation

We let “.” denote the product of two elements either in Zy, in G or in Gp. For
equal-dimension vectors or matrices A and B of group elements, A ® B stands
for their entry-wise product (i.e. their Hadamard product). For a vector or a
matrix A = (a;;)i,; of group elements and = € Z, we let A” denote the matrix
(af;)ij- Let I' = (vi;)ij € Z™*™ and B € G". Then I'B := (Il= B,
We will use (-, -) for bilinear products between vectors of either scalars or group
elements. Let @, be Z 3 and /T, B € G". We define

(@,b) = Z?:l a; by (@,B):= H?:l Bfi (A, B) = H?:l e(A;, By)
We employ Groth and Sahai’s notation of a bilinear product (for k € {2, 3}):
.:GlnkaG;Xk_}(Gjngk
defined as € e d := ([[}_, e(cr.i,dej))1<i j<k- For the case G, = Gy and k = 3

. . S
we define a symmetric variant® e: G"*3 x G"*3 — G%XB by:

n
s 1 1
ced:= (H e(cr, dg7j)2e(c“,dg7i)2>
1<i,5<3

£=1

3 Note that in their DLIN instantiation, Groth and Sahai use & for the asymmetric
map and e for the symmetric variant.



3 Groth-Sahai Proof Systems

We sketch the results of Groth and Sahai [GS08] on proofs of satisfiability of
sets of equations over a bilinear group (N, Gy, Go, G, €, g1, g2). Due to the com-
plexity of their methodology, we merely give what is needed for our results and
refer to the full version of [GS08] for any additional details. The three types of
equations are the following:

A pairing-product equation over variables X e G{" and Ve G3 is of the form

defined by constants A € G*, B € G5, I' € Z7*™ and tr € Gr.
A multi-scalar multiplication equation over variables ¢ € Zj3, and Xe G{™ is of
the form o =
<gaA>'<b7X>'<g7FX>:T7 (2)
defined by the constants Ae Gy, be Z¥, I e Z"" and T € Gy.
A multi-scalar multiplication equation in group Gs is defined analogously.

A quadratic equation in Zy over variables ¥ € Z} and § € Z}; is of the form

(@) + (@,0) + (7, F) =t 3)
defined by the constants @ € Zg, b e Zf, I' € Zy " and t € Zy.

The common reference string for the proof system is a key to make commitments
to the variables of the different types. A proof of satisfiability is constructed by
first committing to the variables of the respective equation and then constructing
a “proof” for each equation. The latter asserts that the committed values indeed
satisfy the equation. There are three instantiations of the proof system described
in [GS08]; we present only those based on the SXDH and the DLIN assumption
(the instantiation based on the subgroup decision assumption is described in the
full version of the paper [BFI*10]).

SXDH. The language is over a bilinear group (p, G1,Gs,Gr,e€,91,92) where p
is prime. The commitment key consists of u; = (u1,1,u1,2),us = (u2,1,u22) in
Gf and V] = (01,1,1)172) , Vo = (1)2’1,’0272) in G22

. — u u U N v v v
Wewrited = [ 4 ) = (“S1"2) gngv= (V)= ("1%2),
uz Ug,1 U2,2 Vo Vo1 V22

Let X € G1,Y € Gg and z € Z,. We define ¢1(X) := (1, X), w2(Y) :=

(LY), i(z) = (ufy, (uz291)") and i5(z) = (vs'y, (v2,292)%). To commit to
X € Gq, one chooses randomness s1, s2 € Z,, and sets cx := ¢1(X) @ uj* © uz?,
a commitment to Y € Gg is defined as dy := 12(Y) © vi' ©® v32. To make a

commitment to x € Z, in G one chooses s € Z, and sets ¢, := ¢}(z) ® uf, a
commitment in GJ is defined as d, := th(x) © v5.

To show satisfiability of a set of equations of the form (1), (2) or (3), one first
makes commitments to a satisfying witness (i.e. an assignment to the variables of



each equation) and then adds a “proof” per equation. Groth and Sahai describe
how to construct these; for Type (1), they are in GZ*? x G2*2, for Type (2)
they are in GZ*? x G and for Type (3) in GJ x G7.

The verification relations for the proofs are given in Section 5, where we also
discuss how to optimize them. For convenience we define some notations. Let
t€Zy, Th € Gy, Ts € Gy and tr € Gy. Then we let*

L 11 N L 1 1 N L 1 G(UQJ,TQ)
vr(tr) = (1 tT) (1) = (6(T17’U2,1) e(Tl,m,zgg)) i (T2) = (1 e(u2,2g1,T2)) ’

e(ug,1,v21)"  e(uz1,v2,292)"
e(uz,291,v2,1)" e(uz,291,v2,292)" )’
For the sake of consistency with [GS08], for ¢ € G{** and d € G4 ** we denote
F(c,d) :=[ced].

and o/ (t) := [(Uz,l,U2,2g1)°(v2,1,112,292)}t = (

DLIN. In this instantiation, the language is over a bilinear (symmetric) group
(p,G,Gr,e,g) with p prime. The commitment key 4 € G3*3 is of the form
w = (u11,1,9), ug = (1,u21,9), ug = (usg,1,u32,us3). Let X € G and = € Z,,.
We define +(X) := (1,1, X) and /(z) = (ufy,uss, (uz39)*). To commit to
X € G, choose randomness s1, S2, $3 € Z;, and set cx = ¢(X) Ouj' ©uz? O uz’.
To commit to z € Z,, choose s1, sy € Z,, and set ¢, := ¢/(z) ©® uj* © uz.

Due to the fact that G; = G2 = G in this setting, the equations (1), (2) and
(3) simplify to the following respective equations:

(AV) - (Y, TY) = tr (1)
@Yy - (@B) (Z,IY)y=T (2)
(Z,b) + (Z,TT) =t (3)

Groth and Sahai show how to construct “proofs” for each type of equation,
where for Types (17) and (2’), the proof is in G 33, whereas for Type (3’) it is in
G 2%3. The verification relations for the proofs are given in Section 6. We define
the following notations. Let ¢t € Z,, T' € G and t7 € Gr. Then we let

111 1 1 e(us,T)?
vr(tr) =111 ir(T) := 1 1 e(uso, T)?
Lltr €(U371,T)% e(u&z,T)% e(us,39,T)

t
and p(t) == [(us,1,us,2, us,39) . (us,1,us2,u339)] -

4 Batch Verification of Pairing Equations

We address the problem of securely batching the verification of (potentially
many) Groth-Sahai proofs. We achieve a trade-off between soundness and ef-
ficiency: if the verification algorithm returns valid, the verifier is assured that

4 Here (and in the DLIN instantiation) we use the rectifications of iz and ¢y by
[GSW09].



all proved statements are valid with overwhelming probability. Ferrara, Green,
Hohenberger and Pedersen [FGHP09] presented a detailed study on how to se-
curely batch-verify a set of pairing-based equations, which we briefly recall here
(see the full version of [FGHP09] for any additional details).

Given a bilinear structure (N, Gy, Go, G, e, g1, 92), a pairing-based verifica-

tion equation is a Boolean relation of the form: Hle e(fi, hi)“ L Afork e N,
(fishiyci) € G1 x Ga x Zy for i € {1,...,k} and A € Gp. A pairing-based
verifier is an algorithm which given a pairing-based verification equation out-
puts yes if the Boolean relation holds, and no otherwise (except with negligible
probability).

In order to design a pairing-based verifier for m pairing-based verification
equations, one has to find a way to combine all equations. The technique pro-
posed in [FGHPO09] consists in using the small exponents test proposed by Bellare
et al. [BGR98], which here amounts to pick small random exponents 01, ...,
and checking whether [}, Hf;l e(fij,hij)ci% = I~ Aj? holds. In order to
further reduce the computational needs, three main techniques may be used:

1. Move the exponent into the pairing: Since, in practice, exponentiation
in G is more expensive® than in G, and G, this gives a first speed up. As
we are working on pairings, we can also do the opposite if it allows another
technique to apply: e(fi, hi)% — e(f7, h;)

2. Move the product into the pairing: When two pairings have a common
element, they can be combined to reduce the number of pairings:

T ey k) = e (TDe £ h)

3. Switch two products: Sometimes improvements can be made by moving a
product from the first to the second component of a pairing (or vice-versa):

MM (H;ll 17 hl) < Il e (fj» I, hfj)

The soundness of the pairing-based verifier based on the small exponents test is
quantified in the following theorem [FGHP09, Theorem 3.2]:

Theorem 1. Given m pairing-based verification equations, the small-exponents
verifier described above with random exponents 61, ...,0, of £ bits is a pairing-
based batch verifier that accepts an invalid batch with probability at most 2.

Handling Invalid Proofs. In the case of verification of multiple proofs (as in
Sections 7 and 8), if there is an invalid proof in the batch, then the verifier will
reject the entire batch with high probability. A simple technique for finding in-
valid proofs in a batch consists in using a recursive divide-and-conquer approach
[PMPS00]. Recently, more efficient techniques were proposed for pairing-based
signatures (see e.g. [Mat09] and references therein) and they apply as well to our
setting.

5 Note that, for Type 2 pairings, exponentiation in G is more expensive than in Gr
(see [GPS08] for details).



5 Instantiation 2: SXDH

5.1 Pairing-Product Equation

A proof (€,d,7,0) € G"™? x G52 x G5*? x G3*? of satisfiability of an equation
of Type (1) is verified by checking the following equation [GSO08]:

[(A) ed] @ [€owa(B)] @ [€oI'd] = ip(tr) © [Ge7] © [e¥] .

=4 X2 X2
Let € = (cik)i<icm € G d = (djk)i<j<n € G377 I' = (Vij)1<i<m € Zy'™",
1<k<2 1<k<2 1<5<n

A= (Aj)i<j<n € GP* and B = (Bi)1<icm € G
Plugging in the definitions from Section 3, the left hand side is equal to

m

H (CllaH] ld;l]) ﬁe(cm,BiH] ldjlzj)
=1
[Te (4 TEL el ) [T et dso) [T e (cion B I 407
i=1

j=1 j=1

If we denote @ = (7T1,1 .2 ), 6= (91’1 01,2 ), the right hand side is equal to

2,1 72,2 92,1 92,2
€(U1,17 7T1,1)€(u2,1, 71'2,1) e(ul,la 771,2)€(U2,1, 71'2,2)
6(91,1, U1,1)6(92,1, Uz,l) : 6(91,1, U1,2)6(92,1, U2,2)
6(U1,27 7T1,1)6(u2,2, 7T2,1) tTe(Ul,z, 7T1,2)6(1!2,2, 7T2,2)
e(01,2,v1,1)e(b02,2,v21) -e(bh,2,v1,2)e(b2,2,v2.2)

By grouping pairings, we reduced the number of pairings on the left-hand side of
the equation from 5m + 3n to 3m + 2n, while the right-hand side remains at 16
pairings. Using the techniques explained in Section 4, i.e. taking each element
M; ; of the equation to a random power r; ;, multiplying all the components,
and regrouping pairings, we get the following equation:
2 n
Vi i \T1.k ’n T2 k T T

HHG((HglciJ]) (A T, zzj djx) He ¢iics B 1)

k=1j=1

= e(uy i ui’s', moa)e(us' i ugl' man)e(07 1 07% o, 1)6(9;,111 555 V2,1)

(“1,1 “1,2 7”172)6(%?12“;?227”272) (97{}12 I2227”1 2)e (92,12 5222,1)2 2) - LLTT2’2

which requires m 4+ 2n pairings and 2mn + 2m + 4n exponentiations in G for
the left part and 8 pairing computations and 16 exponentiations in G; and
one exponentiation in Gp for the right side of the equation. The alternative
expression

[T 5752 T T (e (0 57) ™ (51 ) ™)
j=1

k=11i=1

for the left side of the equation requires 2m + n pairings and 2mn + 4m + 2n
exponentiations in Go.



5.2 Multi-Scalar Multiplication Equation in G,

Here, we consider equations of Type (2) in G; (the case of equations in Go,
which work analogously, is treated in the full version of the paper [BFIT10]).
The verification of a proof (€,d’,7,60) € GI"™*2 x GI**? x G2*% x G{*? consists
in checking the following:

-,

[(A) ed] @ [Eeih(b)] © [Eo I'd"] = iip(T1) © [T e 7] © F(6,v1).

= X2 ) X2
Let € = (cip)1<i<m € G5 d" = (d) p)1<j<n € G375 I = (Vi j)1<i<m € Zy™",
1<E<2 1<k<2 1<j<n

A= (Aj)1<jcn € G b= (bi)i<icm € Zy**. The left hand-side is equal to

m m
[Tetcin o3t IT—y d52 ) [T etcin, (va092)" TT)—y dj2™)
=1 =1
[T etci,v5i Ty d5a7"7) [Tetcie, (va292)" 17—, d527*)
=1 n i=1
T etAs dj) : H e(Aj, dj2)
j=1 Jj=1
while the right-hand side is equal to
e(01,v1,1)e(u1,1, mi,1)e(uz,1,m2,1) e(01,v1,2)e(u1,1,m1,2)e(uz,1,m2,2)
6(92,v1,1)6(u1,2,7r1,1)6(u2,2,71'2,1) 6(92,v1,2)6(u1,2,71'1,2)6(u2,2,71'2,2)
ce(T1,v2,1) -e(T1, g2v2,2)

By grouping the pairings, the number of pairings on the left-hand side of the
equation has already been reduced from 8m + 2n to 4m + 2n. Now, by using
the batch technique, i.e., multiplying each member by a random value and mul-
tiplying all the components, we obtain on the left-hand side

HHG (ITy e5?) ™ (AT, el57) ™ di)

k=1j=1
m by \ri1 m b \ra m by \r1 2 m b \ro 2
~e(( i=1 ci,l) 1 i=1 Ci,Q) ’ 7”2,1> -e(( i=1 Ci,l) 2( i=1 Ci,2) ’ 1U2,2g2)

which requires 2mn + 2m + 4n + 4 exponentiations in G; and 2n + 2 pairing
computations. The alternative expression

H (A]’Hd]kmk)lf[“lrjl (C““’(v?lHd, %J) 7 (Uzzgz Hd’ ”’”) )

j=1

for the left side of the equation requires 2mn + 6m + 2n exponentiations in Gy
and 2m + n pairing computations. On the right-hand side, the same technique
achieves a reduction from 14 to 7 pairings:

e(01"1057"  v11)e(0771 057 vr 2 )e(ul 't o )e(ug i ugs', ma )

: e(“?f% 2571 2) (u?llu?;,m 2)e (Tlvvg,zil (92U272)T2'2)



5.3 Quadratic Equation

The verification of (¢, d’,,0) € GI*? x GI*% x G*% x G*2 for an equation
of Type (3) consists in checking

-,

[11(@) ed'] © [ e ih(D)] © [ e I'd'] = ip(t) @ Fus,7) @ F(6,v1) -

o / nx2 3 nx2 X
Let ¢/ = (Ci,k)lﬁiﬁm e G5 d = (dJ wi<j<n € G5 I = (v j)1<i<m € ZZL "
1<k<2 1<k<2 1<j<n

= (a;)1<;, € Z2*% b= (bi))<icyy € Zi*1. The left hand side is equal to

m m
He Czl7v21 He(cih(w 292)")
=1
H€ u21Hz 1€ l ’WJ d;,l) H€ u?le 1€ l 71 )
m
He(CQ,zwgf&) [Te(c 2 (v2292)")
= a.7' m / ’yL ! =t = 'm / ’YL !
’ He((u272gl) ’ i= 1 ’djy ) H UQ 291 1 1 7dJ7 )

Denoting m = (71, m2) and 6 = (61,65) , for the right-hand side we have

€(u1,1, 7T1)€(917 Ul,l)e(UQ,la 02,1)t €(u1,1, 7T2)€(917 01,2)e(u2,17 U2,292)t
e(ur 2, m1)e(Ba, v1,1)e(uz,201,v21)"  e(ur,2, m)e(f2,v1,2)e(uz 291, v2,292)"

By grouping the pairings, the number of pairings on the left-hand side mem-
ber of the equation has been reduced from 8m+8n to 4m+4n. By using the batch
technique, i.e., multiplying each member by a random value and multiplying all
the members, we obtain on the left-hand side:

m

m m
;b\ "1 ;b\ "2 71,2 N\ 72,2
€ Ci1 Ci2 ; V2,1 ) € Cz 1 I I ; V2,292
i=1 i=1 i=1 =1
2 n m - m T2,k
aj rovig ) b aj ! Vi /

111 6( ug’y [T cin ) (u2,291)% | | ci,2 s dyi
k=1j=1 i=1 i=1

which requires 2mn + 2m + 6n + 4 exponentiations in G; and 2n + 2 pairing
computations. Alternatively, the left-hand side is also equal to

o (122 (7)) o (1 27) (1.))
,f[lf[l (clk,(vQIHd’ Vw) (02292 Hd/ %,) )

which requires 2mn + 6m + 2n + 4 exponentiations in Go and 2m + 2 pairing
computations. On the right-hand side, the same technique achieves a reduction

10



from 12 to 6 pairings:

e(upi ury' me(uy fur’s, m)e(6) 057" via e 20577, v o)

e(uy" (u2,201)" M, w2 )e(ug'y (ug 201) 2" v2,262)

6 Instantiation 3: DLIN

6.1 Pairing-Product Equation

The verification relation of a proof (d, ¢) € G™*3 x G3*3 for equation Type (1')
is the following:

[L(A’) : (ﬂ ® [& : nﬂ = i (tr) © [ﬁ : q;]

For simplicity, we consider the squares of all G elements on both sides of the

equation. Writing I d as (szl dlf)l <i<n and replacing the bilinear product
1<5<3
. by its definition, we get for the left-hand side:

n n

He(dzhnd%k) H L17Hd’hk He(«Ahdi,l) ( Zl’nd’hk)
i=1 i=1 i=1
e(di2, [Tdy5") e(dis, [Tdy'y")
[le(@eI1d ) [leldieI1drs)*  [le(Andiz)e(die, 1435
=1 =1 1=1
'e(di,l’ Hd’lz:ék) 6(d1,3,HdZT2k)
He(Ai,dm) He(Ai»di,Q) He(Aivdi,S)Q
i=1 ‘ i=1 » i=1 ‘
-e(di,3, Hdeikb) e(dis, [1d,'5) e(dis, [1dp's")?
e(dii, [1d,'5") -e(d zz,HdM)
For the right-hand side, we get:
3 3 3
[T e, 6:1)? [T e, dia)e(uiz, dir) [ e(win, dis)e(uis, din)
3 1=1 =1 3 i%l
11 e(uiz, din)e(uin, di2) 11 e(uiz, ¢1i2)? T e(uiz, dis)e(uis, di2)
=1 , = =
[ e(uis, din)e(uin, diz) [ e(uis, din)e(uia, bis) t2 [ e(wis, dis)?
i=1 i=1 i=1

Taking each component M; ; of the equation to the power of r; ;, multiplying
all components, and regrouping pairings, we get the following for the left-hand
side:

11



n T1,3+73,1 Vi, k2:T1,1 Vi k(r1,2+r2,1) pvik(ri,3+rs1)
[Ii— e(dz‘,l, A, Hdk,l dk,z dk,3 ) )

?

T2,3+73.2 Vi k(T1,2472,1) 7vi,k2:72,2 77i,k(T2,3+73,2)
e(di,% A, Hdk,1 dys i3 ) :

2733 Vi k(r1,3+73,1) 37vik(T2,3473,2) 7vi k2733
e(di,Sv A; Hdk,l dy.'s dy 3 ) (4)

(2

and for the right-hand side:

3 2711 4 T1,2+T21  T1,3+731 r1,2+72,1 ;2722 ;7234732
[T e(“tﬁlv Pin " Pis bi3 ) '6(%‘,2, ?; 1 Pio i3 )
~e(ui,3, ¢211’3+T3)1¢:’22=3+T3,2¢?’-§“3,3) _t;rsﬁ

Due to the fact that uy 2 = ug1 = 1, and u; 3 = ug 3 (¢f. Section 3) this simplifies
to:

2711 4 T1,2+7r21  T1,3+731 r1,2+7r21 ;2:T2.2 ;T2,3+7T32
e(um, 1,1 1,2 1,3 )'6(1‘272’ 2,1 2,2 P23 )

ce(urs, (G1,102,1) 2T (P1,200,2) 27732 (P1 30h2,3)>">?)

21,1 4 T1,2+7r21 4 T1,3+7T3.1 r1,2+7r21 ;2722 ;T23+7T32
: 6(U3,1a 3,1 P32 3,3 ) : 6(U3,27 3,1 3,2 P33 )
r1,3+73,1  r2,3+7T3,2 ;2:T3.3 2r3,3
€(’U,3’3, 3,1 3,2 3,3 ) “lp

We reduce the number of pairings from 12n+27 to 3n+6 pairings at the expense
of adding 9n? + 3n exponentiations in G and one exponentiation in Gr.

6.2 Multi-Scalar Multiplication and Quadratic Equations

The description of the batch verification of multi-scalar multiplication equation
and quadratic equation is similar to the previous one. Due to space constraints
it is given in the full version [BFI*10].

7 Application 1: Groth’s Group Signatures

7.1 Description

We demonstrate our techniques by applying them to one of the most practical
fully-secure group-signature schemes in the standard model to date: Groth’s
construction [Gro07]. Groth proposed a methodology of transforming certified

signatures [BEPWO07] that respect a certain structure into group signatures using
Groth-Sahai NIWI proofs:

— a member picks a key pair for the certified-signature scheme and asks the
issuer to certify her verification key;

— to produce a group signature, the member makes a certified signature, en-
crypts it and makes a NIWI proof that demonstrates that the ciphertext
contains a valid certified signature.

12



Groth proposed an efficient certified-signature scheme based on the so called
¢-U assumption (see [Gro07] for details). In the CPA-anonymous version® of the
scheme, the issuer’s public key is a triple (f,h,T) € G? x G (and its private
key is z € G such that e(f,z) = T) and the certificate for a group member
with public key v = ¢ € G is a pair (a,b) satisfying e(a,vh)e(f,b) = T. To
sign a message m € Z,, the group member first computes a weak Boneh-Boyen
signature [BB08] o = ¢'/(**+™) using her private key x; then she forms Groth-
Sahai commitments d,, d and d, to the group elements v, b and o, resp., and
makes a proof that they satisfy the following:

e(a,vh)e(f,b) =T e(o,9™v) =e(g,9) (5)

The fact that a is given in the clear is not a problem since the certificate is
malleable, so the group member can unlinkably re-randomize it each time she
signs a message. A group signature is thus of the form (a, dy, d,, ds, ¥, ¢), where
¥ and ¢ denote the Groth-Sahai proofs for the two equations in (5), respectively.

We first instantiate our generic batch construction to verify a single signature
more efficiently and then show how to verify multiple signatures at once. The
first equation is of a particular form that allows for more efficient proofs and
verification. We describe the verification relations and the batch verification in
the next section.

7.2 Batching Linear Pairing-Product Equations

We consider a special case of pairing-product equations for which I = 0, called

linear equations, i.e. the equation is of the following form: (A,Y) = tr, that is

[T7, e(A;,Y;) = tr. In this case, the proof simplifies to three group elements and

is verified as follows (taking into account that w12 = ug1 =1, and u; 3 = us 3):
i1) = e(uir, ¥1) e(us1, ¥3)

H?:l G(Aia d; €
[T, e(Ai, di2) = e(uga, ) e(usa, 1h3)
[Ti2, e(Ai, di3) = tr e(uis, 1) e(uss, 13)

which can be batch-verified by checking”

n
. S1 $2 JS3
| | e(Audi,ldi,zdi,S)
i=1
=tr’e

(u11,97") e(uis, (P11h2)°?) e(uaz, ¥5°) e(us1, ¥3') e(usz, ¥3?) e(uss, 3°) . (6)

5 Croth also proposes group signatures achieving CCA-anonymity [BSZ05]; for illus-
trative purposes we restrict ourselves to the basic CPA-anonymous scheme here.

" If we considered a single set of equations then it would be more efficient to order the
right-hand side by the 1);’s and save 3 pairings. We order by the u;; though, since
this enables us to batch with other equations containing pairings of these constants.
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7.3 Batching the Equations for One Group Signature
1st Equation. Instantiating (6) for first equation in (5), we get, after some

more optimization (shifting e(a, h=1))** to the left-hand side of the equation)
e(dyndyla(dosh)™, a) e(dy!ydy’dy’s; f) =
1% e(ur1, 1) e(uis, (P11h2)™) e(uaz, ¥5°) e(us1, ¥35') e(usz, ¥3°) e(uss, 13°)

2nd Equation. Setting A= (gl >, )_} = <Z), I = (8 (1)>, tr == e(g,9),

d; :=d, and dy := d,, and substituting in (4), we get

e(dah (gmdv3)(T13+T31)d12)'1?“11dE)T212+T21)) e(dgz, (gmdvs)(rzs+7’32)dSJT112+T21)d12}-2T22)
.e(d0'37 (gmdUS)Q'T%d5)7“113+r31)d£f223+r32)) _

e(ull, ¢11T11 ¢T12+T21¢T13+T31) e(u13, (¢11¢21)T13+T31 (¢12¢22)T23+T32 (¢13¢23)2‘T33)
e(uQQ’ ¢212+Tz1 ¢3‘T22 ¢;§3+T32) 6(11,31, ¢51T11 ¢T12+T21 ¢Téa+7"31)

12+721 ¢2 r22 ¢T23+T32) ( r13+731 4r23+732 (2:733 27“33)
32 .

€(u32» ¢3 €\u33, P31 32 33 )6(9»!]

Multiplying the two equations we get a single verification relation of the following
form:

e(dyh1dy% (dv,sh)™, a) e(dyl dy%dys, fe(don, (gmdu3)(rla+ml)dif“ d£212+r21))
. e(do_% (gmdvg)(r23+7'32)d£}7"112+r21)dz.27»22) e(da37 (gmdvs)z'r33d$13+r3l)dff;”m?))

= (T33e(g,g2r33)) (u1s, (P11621) " *T31 (Pr12622) 22 T3 (P13 haz) > " (11h2)° 3)
e(urn, 2GR TN oy, gr1atTa gRen grastran e

?)

°)

B(U317 ¢317"11 ¢§12+721 ¢r13+731¢ ) . (U327 ¢éi2+721 ¢§27”22¢T23+Ta2

e(u33 ¢g13+T31 ¢T23+T32 ¢2 Tssw
Analysis. With no use of batching techniques, the verification of a single sig-
nature takes for the first equation 13 pairings and for the second 20 pairings for
the left-hand side and 35 for its right-hand side. This is an overall of 68 pairing
evaluations, compared to 11 for the batched verification.

7.4 Batching Several Group Signatures

Consider the situation where we want to verify multiple group signatures at
once. That is given a group public key (f, h, T, u11, u13, u22, u31, Usz, us3) and n
group signatures

(a(k), di.a. d® (") <ics, ((255?))19,%3) :

Using the same technique of taking each of the (new) equations to the power of
some randomness and multiplying them, we can unify the pairings e(-, f) on the
left-hand side and all pairings (which are of the form e(u;;,-)) on the right-hand
side. Instead of 11n pairings needed when checking each equation, the batched
version only requires 4n + 7 pairings.
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8 Application 2: P-signatures

8.1 Description

Belenkiy et al. [BCKLO8] formalize digital signature schemes with an addi-
tional non-interactive proof of signature possession that they called P-signature
schemes. They proposed two constructions®: the first is based on the weak Boneh-
Boyen signature scheme [BB08] while the second one is inspired by its full version.

Since Belenkiy et al.’s first scheme relies on a rather strong assumption, we
consider only their second proposal: a signature o on a message m € Z, is a
triple 0 = (C1,Cs,C3) € Gy X Go x Gy such that e(Cy,vh™Cy) = e(g,h) and
e(f,Cy) = e(C3,w), where f and g are (public) generators of Gy, h is a (public)
generator of Gy and v,w € Go are parts of the signer’s public key. To prove
possession of such a signature, a prover forms the Groth-Sahai commitments cq,
c2 and cg for the group elements Cy, My = f™,C3 in Gy and d; and dg for the
group elements My = h™ and C3 in Go (respectively) and provides a proof that
they satisfy:

e(C1,vM>C5) =e(g,h), e(f,Ca)=e(Cs,w) and e(f, Ma)=e(My,h) (7)

8.2 SXDH Instantiation

In [BCKLO8], the authors evaluated that the verification of the proof in the
SXDH instantiation requires the computation of 68 pairings. In the full version
of this paper [BFI*T10] we show that it can be reduced to 15.

8.3 DLIN Instantiation

As in Section 7, the last two pairing-product equations from (7) are actually
linear pairing-product equations. We denote the Groth-Sahai commitments for
the group elements C1,Cs, C3, M1 = f™, My = h™ in G by dy,da, d3, d4 and
ds (respectively) and by ¢, ¥ and 6 the proofs that they satisfy the first, the
second and the third equation (respectively). For the first equation, setting and
substituting

v\ .  [di 011
A=(1],d=[|d2 |, I'=([000 and tr =e(g,9)
1 ds 000

in (4), we get:
e(di,1, (vdasdss) ™ (o1 ds1)*™ (da2 ds 2) 2 TT2Y))
. 6(d1,2, (vda,zds3) 2372 (dgy ds, 1) 2T (dao d5,2)2r2‘2)

. €(d1,3, (vdas Cl5,3)2T3’3 (d2,1 615,1)7“1’34'7“3’1 (da,2 ds,z)T2’3+T3’2) =

8 An extended version of their scheme was recently proposed [BCKLO09] but here we
restrict ourselves to the basic scheme from [BCKLO0S].
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_ 2:r11 yri,2+r21  r1,3+7r31 r1,2+72,1 2:T22 T2 3+T3 2
= e, 61,7013 b3 ) e(uz2, &5l 2,2 P23 )

ce(u1s, (Pragen) et (¢1,2¢2,2)”’3+T3=2 (¢1,3¢2,3)°">2)

2 7“1 1 ,71,2+7r2,1 ,71,3+73,1 r1,2+7r2,1 2722 ,72,3+73,2
-e(u&l, ®3.% 3,3 ’ )-e(u&g, 3,1 T P39 P33 ' )
) ) ) )
r1,3+7r3,1 ,r2,3+7r3,2 ;2733 273 3
: e(u373, 3,1 3,2 3,3 ) -e(9,9) .

U SR G | 3 (d2 _ T (f 3 (ds
Substltutlng/l—(w_l ,d = ds ,tr =1, and A = o1 ,d = a,)

tr =1 (respectively) in (6), we obtain the second and third equation. Once the
three equations multiplied, we obtain:

e(di1, (vdasdss)™*T (day ds,1)*™ (da,2 ds,2) ™2 TT20))
€(d1,2, (vdazds3) 2372 (dgy ds, 1) ™22 (dao d5,2)2rz‘2)
6(d1,3, (vda,s ds,s)QTS’3 (do,1 ds,1) 21730 (da o ds,z)T2’3+T3’2)
e(f, d;,ll d§?2d;?3d;1d?,zdé?s)@(w_1, dg}ldg?zdg?S)e(h_l, dz%ldffzdi?s)
= e(urs, (¢1,1021) 313 (B1,2¢2,2) 2332 (d1 3,3) 7> (h11)2) ** (6102)"2)

e(ur1, ¢2 1,1 7‘1 2+7T2, 1¢)71"13,3+T3,11/)519t1) e(qu, ¢)7"1 2+721 ;;2,2 72“253+?“3,2ws26t2)

e
( 2:71,1 T1,2+T2,1 T1 3+73, 1’(/}51 gtl)

ri,2+r2,1 ;2722 Tz 3+73,2 55 pto
elus,1, P31 3,2 (u3 2, P31 3,2 V3203 )
71,3+73,1 ;72,3+73,2 2 TS 3 /83 t3 273 3
e(U3,37 3.1 3,2 P3°03 ) (9,97

In [BCKLO8], the authors evaluated that the verification of the proof in the DLIN
instantiation requires the computation of 126 pairings. With our result, we prove
it can be reduced to 12.

Batching Several P-Signatures. As in the previous section, in case we want
to verify multiple P-signatures at once, we can unify the pairings containing f, h
and w on the left-hand side and all pairings (which are of the form e(u; j,-)) on
the right-hand side. Instead of 15n (resp. 12n) pairings needed when checking
each equation, the batched version only requires 2n + 13 (resp. 3n 4+ 9) pairings.

9 Conclusion

In this paper, we presented efficiency improvements for the verification of Groth-
Sahai non-interactive zero-knowledge and witness-indistinguishable proofs and
two privacy-preserving authentication schemes, saving up to 90% of the (domi-
nant) pairing operations. These results can be combined with known methods to
compute the product of many pairing evaluations efficiently [GS06]. Our results
notably provide the first algorithm to batch-verify a group signature scheme in
the standard model (an open problem raised in [FGHP09]) and, surprisingly,
demonstrate that thanks to batch verification techniques, the DLIN instantia-
tion of the Groth-Sahai proof system may be the most efficient implementation
for the verification of a single signature.
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